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local	
  setmetatable	
  =	
  setmetatable	
  

local	
  _M	
  =	
  {}	
  

function	
  _M:new(ctx,	
  conf)	
  
	
  	
  	
  	
  local	
  o	
  =	
  {	
  
	
  	
  	
  	
  	
  	
  	
  	
  _ctx	
  =	
  ctx,	
  
	
  	
  	
  	
  	
  	
  	
  	
  _conf	
  =	
  conf	
  
	
  	
  	
  	
  }	
  

	
  	
  	
  	
  o.super	
  =	
  self	
  
	
  	
  	
  	
  setmetatable(o,	
  self)	
  
	
  	
  	
  	
  self.__index	
  =	
  self	
  
	
  	
  	
  	
  return	
  o	
  
end	
  

function	
  _M:access()	
  
	
  	
  	
  	
  return	
  true	
  
end	
  

function	
  _M:post_access()	
  
	
  	
  	
  	
  -­‐-­‐	
  nop	
  
end	
  

function	
  _M:header_filter()	
  
	
  	
  	
  	
  -­‐-­‐	
  nop	
  
end	
  

function	
  _M:log()	
  
	
  	
  	
  	
  -­‐-­‐	
  nop	
  
end	
  

return	
  _M



    for _, name in ipairs(conf.plugins) do
        -- load plugin by fully qualified name
        local plugin = require(name):new(ctx, conf)

        -- exit immediately upon first rejection
        local is_ok, err = plugin:access()
        if not is_ok then
            ngx.status = err.code
            ngx_say(err.error)
            ngx.var.access_error = err.error
            return ngx_exit(ngx.HTTP_OK)
        end

        insert(plugins, plugin)
    end

    for _, plugin in ipairs(plugins) do
        plugin:post_access()
    end



function _M.header_filter()
    local plugins = ngx.ctx.plugins or {}

    for _, plugin in ipairs(plugins) do
        plugin:header_filter()
    end
end



# nginx.conf
  lua_package_path      '/usr/share/?/init.lua;/usr/share/?.lua;;';
 
  lua_shared_dict       memory  50M;

  init_by_lua_block         {
    codebig = require("codebig")
    codebig.init(“/path/to/configs“)
  };

# vhost.conf
    location        / {
        access_by_lua 'return codebig.access("somehost")';

        header_filter_by_lua 'return codebig.header_filter()';

        log_by_lua 'return codebig.log()';
    }



Lua ~ 3K LoC!!



Intra-Datacenter
VIP



Intra-Datacenter
VIP

haproxy haproxy…



Intra-Datacenter
VIP

…

haproxy haproxy…



Intra-Datacenter
VIP

Origin APIs

…

haproxy haproxy…



Cross-Datacenter

DC1 DC2 DC3

vodvod

acct

acct

entry-­‐vip-­‐dc1.	
  A	
  	
  	
  	
  	
  	
  	
  10.1.0.1

vod-­‐dc1.	
  	
  	
  	
  	
  	
  	
  CNAME	
  	
  	
  entry-­‐vip-­‐dc1.

vod.	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  CNAME	
  	
  	
  vod-­‐dc1.

entry-­‐vip-­‐dc2.	
  A	
  	
  	
  	
  	
  	
  	
  10.2.0.1
entry-­‐vip-­‐dc3.	
  A	
  	
  	
  	
  	
  	
  	
  10.3.0.1

vod-­‐dc2.	
  	
  	
  	
  	
  	
  	
  CNAME	
  	
  	
  entry-­‐vip-­‐dc2.

VIP VIP VIP

vod-­‐dc1-­‐fo.	
  	
  	
  	
  CNAME	
  	
  	
  entry-­‐vip-­‐dc1.



Capacity Management



N = XR



N = XR

# concurrent 
requests



N = XR

# concurrent 
requests

transaction 
rate



N = XR

# concurrent 
requests

transaction 
rate

response 
time



N = XR

# concurrent 
requests

transaction 
rate

response 
time

Little’s Law



client originAPIM

2 req/s 1s

N = XR = 2 req/s x 1s = 2 concurrent



client originAPIM

2 req/s 10s

N = XR = 2 req/s x 10s = 20 concurrent



client originAPIM

2 req/s 10s

N = XR = 2 req/s x 10s = 20 concurrent



Concurrent Request Limiting

lua_shared_dict	
  	
  	
  	
  	
  	
  	
  memory	
  	
  50M;	
  

access_by_lua	
  	
  	
  	
  	
  …	
  	
  	
  +1	
  

log_by_lua	
  	
  	
  	
  	
  	
  	
  	
  …	
  	
  	
  -­‐1
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