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* Spring & REST

* Spring Social

* Security with OAuth
* Spring Mobile

pring Android

S
* Spring iPhone
S

pring Greenhouse
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Spring REST

* Added in Spring 3.0
* RestTemplate
— Client side
* Spring MVC
— Server side
— <mvc:annotation-driven/>
— Annotations

— Content Ne gotiation

— Web page support for PUT & DELETE
* HiddenHttpMethodFilter
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<mvc:annotation-driven/>

* Validation

— JSR-303
* Formatting

— Annotated Field Formatters
* (Conversion

— JSON

— XML

— ATOM/RSS
— JodaTime

— Custom Conversion (MyBeanl to/ from MyBean?2)
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* @RequestMapping
— Method for URL Path
* @PathVariable
— Var in URL path “/ {myVar}”
* @RequestParam
— Parameter “/myurl/?myVar=abc”
* @RequestBody

— Unmarshal into bean

* (@ResponseBody

— Marshal into bean

@RequestHeader
— Value in Req Header

@ResponseStatus

— Http Codes on success

@ExceptionHandler
— Methods by exception

@ModelAttribute

— Returning result into model

o)
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REST Controller Sample

@Controller
public class TwitterTimelineController {

@RequestMapping (value="/twitter/timeline/{timelineType}", method=RequestMethod.GET)
public String showTimeline (@PathVariable ("timelineType") String timelineType, Model
model) {

TwitterApi twitterApi = getTwitterApi():;

if (timelineType.equals ("Home")) {

model.addAttribute ("timeline", twitterApi.timelineOperations().getHomeTimeline());
} else if(timelineType.equals ("Public")) {
model.addAttribute ("timeline", twitterApi.timelineOperations().getPublicTimeline()):;

}

model.addAttribute ("timelineName", timelineType);

return "twitter/timeline";

‘\
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Content Negotiating

* ContentNegotiatingViewResolver
— Client requests format of data
— “Accept” header
— “format” parameter
— URL extension

— Java Activation Framework

<bean class="0.s.w.s.v.ContentNegotiatingViewResolver">
<property name="mediaTypes">
<map>
<entry key="json" value="application/json" />
<entry key="xml" value="application/xml" />
<entry key="htm" value="text/html" />
</map>
</property>
<property name="defaultContentType" value="text/html" />
</bean>
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REST & Social Media

* Search Twitter with RestTemplate

RestTemplate restTemplate=
new RestTemplate();

String search= "#phillyete";

String results = restTemplate.getForObject
( "http://search.twitter.com/search.json?
g={search}",String.class, search);

Note: All the cool kids are using REST
CHARI®



Social & Mobile Projects

* Spring Social

* Spring Mobile

* Spring Android

* Spring Greenhouse

. Linked | {}}
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-

Tripif

11



What is Spring Social?

* Allow our apps to interact with

?_/_-.

LN
*—
v

Trip

Linked 3 github
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Templates to the Rescue

. Template for each Social Media Provider

— TwitterTemplate, LinkedInTemplate, €tC.

* Provider Specific

— Authentication Support
— API methods

* For other providers:
— Roll your own

— RestTemplate is our friend

CHARI®T .
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Simple Twitter

TwitterTemplate twitterTemplate =

new TwitterTemplate()

List<String> friends =

twitterTemplate.getFriends ('"chariotsolution");

for (String friend : friends) {

logger.debug ("Friend: {}”, friend);

(8
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What is TwitterTemplate?

* One of the Provider Specific Templates

* A convenience class

* Implements TwitterApi

* Wraps RESTHtul calls to Twitter
—Using Spring 3 RestTemplate

* Authentication



Twitter API

+ org.springframework social.twitter.web

2 RestTemplate
3 RestTemplate
® RestTemplatel

I TwitterApi

< org.springframewori socialtwitter.connect

@ userTimeline List<Tweer>
(@ mentions List<Tweer>
@ profileld String
& homsTimeline List<Tweer>
@ userProfile TwitterProfile | ¢
@ publicTimeline List<Tweer>
@ friendsTimeline List<Tweer>
@ directMessagesRecewed  List<DirectMessage>
J) DirectMessage /y‘_»‘;__,-
@ id long e
@ createdAt Date &
@ recipientScreenName  String
39 senderScreenName String o Tweet
3@ recipientld long @ id long
#® senderid long @ source String £~
3@ e String 48 createdAr Date
3@ fromUserid long
; profileimagelUri  String (_f_l‘
3 fromUser String
J’; tolseric Long
“g‘ ; lznguageCods String
ARI%Q;T ¥ text String

messagelonverters

errorHandler

ResponsefrrorHancler

List<HripMessageConverter<?>>

«redfes

&
]
1

1
1

ecregtes
'

¢
: TwitterTemplate
% TwitterTemplate()
¥ TwitterTemp arelst

——————— B userTimeline
T mentions
A - StatusDetails P— B profileld
3 displayCoordinates  boolean 40 homeTimeline
B userProfile
A_,.-‘*"’»I-- & publicTimeline
VA_,«"”—’) _- @ friendsTimeline
{:;:eacei”/; " B directMessagesReceived
< «reziEs
::;eaté;
;// v
o ’ c:‘ga'ie» 2 TwitterProfile
~ V @ id
% @ name
(@ profileUrd
O [ i profilelmageUri
) SearchResults +8 description
® SearchResults{List<Tweet>, long, long, boolean) i8 createcDate
B tweets List<Twest> i@ location
@ lastPage boolean i@ url
& maxid long i@ screenName
& sinceld long

tring, String)
List<Twest>
List<Twest>
String
List<Twest>
TwitterProfile
List<Twest>
List<Twest>

List<DiractMessage>

d
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Template API Calls

* Most calls require authentication

—Some trivial calls do not need auth

. . o Twitter takes your privacy

® An application would like to connect to your very serfously
account Only click "Allow” for
/ The application Greenhouse Tester by SpringSource would like the applications you trust

’ ° ° ability to access and update your data on Twitter. Not using Twitter? Allowing this application to
u e [ l 1‘ 1; ‘ 10 [ l Sign up and Join the Conversatior c t to you yunt may
Username or Email:
Passwor d:

L] L]
—I'TOV1dCT S1d€ > el
low” you continue under Twitter's Ter Service. In particula me usage
ormation wi h Twitter. For more, see ou

—Secured with OAuth

‘\
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Authenticating

OAUTH

“An open protocol to allow secure API
authorization in a simple and standard
method from desktop to web applications.”

http://oauth.net

code. google.com/ p/ oauth/



OAuth Participants

* Client D
— Our app

— Wants to access server | Wants to Access

* Server
— With whom we want to connect

—May not be the provider

* Service Provider

QB

— Provides authentication

I verify credentials

‘\
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OAuth Flavors

* 1.0a
—More complex
— Tripif wik Linked [}
* 2.0
_ g!oglbc%tl)mbe | -
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OAuth Safety Dance

Consumer

Redirect user to
Provider for
authorization

Service Provider

Client ID

4

Exchange for access
grant

Authorization Grant

Redirect URI 2
Scope (optional User grants
authorization

Redirect user back
to application

3

Create connection

Access Grant

Redirect URI 5
Authorization Grant
Grant access token

1. App asks for a request token
OAuth 1.0a - w callback URL

2. Provider issues a request token

3. App redirects user to provider's auth page
* passes request token

J OAuth 1.0a — w callback URL

4. Provider prompts to authorize

5. Provider redirects user back to app
. OAuth 1.0a — w verifier code

6. App exchanges request token for access token
. OAuth 1.0a - also w verifier code

7. Provider issues access token
8. App uses the access token

] App now obtains a ref to the Service API

. interacts with provider on behalf of the user

21




Twitter Auth Steps

1.
2.
3.
4.

Api1Key — Redirect to provider auth page
User authenticates themselves
User authorizes our app to act on their bebalf

User redirected to our site w/ RequestToken &
VerificationCode

RequestToken & VerificationCode get
AccessToken

Ul

6. Interact w/ provider using ApiKey &
AccessToken

CH ng“g:a



Template & OAuth Summary

* Provider specific template

* OAuth support within template

* How do we manage:
—provider Login flow?

— credential storage?

We need CPR!



Spring CPR

* Connect Controller }
ConnectController

— Connection to Service Provider I

* Service Provider

TwitterServiceProvider J

— Twitter,LinkedlIn, etc.

* Connection Repository 1

ConnectionRepository J

H{}BF‘&
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= ProviderSigninUtils

& hand'eCommectPostSignUpiSerizlizable, WebReguest)

wOic

i ProviderSigninAttempt

>

' OAuth1ProviderSigninAttempt
® OCAuth1ProviderSigninAttempe(Provider<? extends OAuthlServiceProvider<?>>, String, String)
® connectiSerializable)

* commect(Senalizable)

void
-

2 OAuth2ProviderSigninAttempt

» OAuth2ProviderSigninAttempt{Provider<? extends OAuth2ServiceProvider<?>>, String)

void ~ ——
- @ connectiSerializable) void
2 ServiceProviderlLocator TwitterSigninController
¥ ServiceProvideriocatorilistableSeanfactory) TwitterSigninController{Prowi witterServiceProvider>, CommectionRepository, SigninService, String) ~ __ .
- < ) < = I SigninService<_>
¥ getServiceProvider(String) ServiceProvider<?®> 3 sionWebReooesD) String F——- (
¥ T . = # signin(T) void
1 ® cauth1Callback{String, String, WebRequest) String -
= extractCachecReg oken{WebReguest) OAuthToken
1 L \ 1~
¥ ’ 4
' AbstractProviderSigninController
cclean . .
Bocle ® AbstractProviderSigninControlleniConnectionRepository, SigninService)
List<ServiceProviderConnection<S>> - -
= ® getConnectionRepository() ConmectionRepository
®id Strin
- i mng ® getSigninServicel) SigninService
& signupUri String
e
1.
1 “
P 1 ConnectionRepository
= TwitterServiceProvider sConnectedSerializable, Stri boolean
2 TwitterServiceProvider{StringString, CommectionRepository) =712 220'e, Srrmg) List<Connmection>
¥ ostApilSineag, String, String, String) TwitterAsi | ~ @ findAccountldByCommectionAccessToken{String, String) Se
3 getProviderAccountid(TwittesAnd) Strimg ® findAccountidsForProviderAccountids{String, List<String>)
® saveConnection{Serializable, String, Connection)
® removeConnection{Seriaizable, String, Long) void
(8
o
\
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CPR - Controller

<bean class="o.sf.social.web.connect.ConnectController">
<constructor-arg value="${application.url}”/>
</bean>

* Base Connection Controller GET /connect/ fprovider ID}

— Handles authentication process Display connection status
— Locates connection from repository POST /connect/ {provider ID}
— Connection Factory for Authentication LB e el e
— Interceptors (custom, optional) GET /connect/ {provider ID}
e Tweet After Connect ?0oauth_token={request token}
. 11 AF &oauth_verifier={verifier}
Post to Wall After Connect Handle callback

° . .
appll cation. UI"] DELETE /connect/ {provider ID}

— Base secure URL for our app Disconnect from provider
* http://localhost:8080/ MySocialApp

— Callback URL passed to the service providers

CHARISST
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CPR - Provider

<bean class="o.sf.social.twitter.connect.TwitterServiceProvider">
<constructor-arg value="S${twitter.appId}" />
<constructor-arg value="S${twitter.appSecret}" />
<constructor-arg ref="connectionRepository" />

</bean>

® twitter. appld
— ApiKey assigned to app by provider

® twitter. appS ecret

— VerifierCode returned by provider

o)
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CPR - Repository

<bean id="connectionRepository"
class="o.sf.social.connect.jdbc.JdbcConnectionRepository">

<constructor-arg ref="dataSource" /> create table Connection (

<constructor-arg ref="textEncryptor" /> id identity,

</bean> accountld varchar not null,
providerld varchar not null,
accessToken varchar not null,
secret varchar,

* textEncryptor refreshToken varchar,

. . . roviderAccountld varchar,
— Spring Security 3.1 — crypto lib grimary key Gid):

— interface for symmetric encryption of text strings

— Unencrypted, Password & Salt

3 Encryptors
3 Encryptors(
2 standard{String, String) BytesEncryptor ,1
2 text{String, String) TextEncryptor '
& gueryableText{String, String) TextEncryptor S decrype(String) String
2 ncOpTextf) TextEncryptor 4
S AesBytesEncryptor -
® AesBytesEncryptor(String, String, BytesKeyCenerator) - 'S HexEncodingTexiEncryplor
3 encryptibyted bytel i BytesEncryptor 1 ‘1. ® HexEncodingTextEncryptor{BytesEncryptor)
o4 9 decryptibyted byted @ encrypiibytel) :""EE - 3 encrypt(String) String
H RI§Q‘ 3 ivPartibytel) bytel) ¥ decryptibytel]  bytel 8 decrypt(String) String
® cipherPart{byte(), bytel]) byte])
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Greenhouse: Rl app suite

* Web App
— Group Event Management
— Environment—specific Beans and Profiles

— Password Encoding &Data Encryption
* Social Media

— Integration

— Authentication

* Mobile Apps
— Android

— iPhone

CHARISST
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Greenhouse: Social & Mobile

* Spring Social
— App Framework

— Service Provider Framework
* Twitter, Facebook, LinkedIn & Triplt

— Sign Up, Sign In & Password Reset
— Member Invite
— Badge System
* Spring Mobile
— iPhone Client
— Android Client

— Mobile web version for other smartphone platforms

CHARI&



Spring Mobile

* Server Side
° Spring MV C Extension
° Key Facets:

1. Mobile Device Detection
2. Site Preference Management

3. Site SWitChing



Mobile Detection in MVC

* DeviceResolver
— Inspects inbound HttpRequest
— “User-Agent” header
— Detault Analysis: "Mobile device client?”

* More sophisticated resolvers identify

— screen size * DeviceResolverHandlerInterceptor
* Based on Wordpress Lite Aloorithm
— model b &

* Part of Wordpress Mobile Pack (wpmp)

— preferred markup

— Plug in another for specific features

* WurflDeviceResolver (JavaAPI)

5y <
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MVC Configuration

* Handler Interceptor

<mvc:interceptors>
<!- Resolve device on pre-handle -->
<bean class="o.sf.mobile.device.DeviceResolverHandlerInterceptor”/>

</mvc:interceptors>

* Enable Device for Controller Methods

<mvc:annotation-driven>
<mvc:argument-resolvers>
<bean class="o.sf.mobile.device.DeviceWebArgumentResolver” />

</mvc:argument-resolvers>
</mvc:annotation-driven>

° Inject Device

@Controller
public class MyController ({

@RequestMapping ("/”)
public void sayHi (Device device) {
if (device.isMobile()) logger.info("Hello mobile user!");

CHARISST .,
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Greenhouse CPR

* AnnotatedControllerConfig

— DeviceResolverHandlerInterceptor

* MVC interceptor resolves the Device originating the web request
— DeviceHandlerMethodArgumentResolver
* Uses DeviceHandler static class

* Extracts current device from web request

HARI& .



DeviceResolver API

1 Device

LB mobile boolean

(© LiteDevice

mrtiteDevice(boolean 7
(m toString() Strifig
(B mobile boql'ean

(C) StubDevice
(m StubDevice()
(m StubDevice(boolean)

48 mobile boolean

(©) WurflManagerFactoryBean

A4k

o) WurflDevice
o WurflDevice(Device)

o getCapability(String) String

@ toString() String
@ markUp MarkUp
B id String
B capabilities Map
B userAgent String
B mobile boolean

(0) DeviceUtils

= WurflIManagerFactoryBean(Resource) 4 getCurrentDevice(HttpServletRequest) Device m DeviceResolverHandlerInterceptor()

m afterPropertiesSet() void ) getRequiredCurrentDevice(HttpServletRequest)  Device W DeviceResolverHandlerInterceptor(DeviceResolver)
m createWURFLManager() WURFLManager

m getRoot() SpringXMLResource

m getPatches() WURFLResources

(@ singleton boolean

(@ objectType Class<?>

@) patchLocations List<? extends Resource>

(9 object

WURFLManager

HARIG&T
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(@ LiteDeviceResolver

1) DeviceResolver

o resolveDevice(HttpServletRequest) Device

4 v

2 LiteDeviceResolver()

m resolveDevice(HttpServletRequest) Device
m getUserAgentPrefixes() List<String>
m getUserAgentKeywords() List<String>
w init() void

m resolveFallback(HttpServletRequest) Device

(©) DeviceResolverHandlerinterceptor

1w getCurrentDevice(RequestAttributes) Device m preHandle(HttpServietRequest, HttpServietResponse, Object)

(@) WurflDeviceResolver
o WurflDeviceResolver(WURFLManager)
m WurflDeviceResolver(WURFLManager, WURFLRequestFactory)

m resolveDevice(HttpServletRequest)

Device

boolean



Preference Management

* App supporting multiple sites

(44 \ 9
— mobile

(44 »
— normal

* Allow user to switch

e SitePreferenceHandler interface

* SitePreferenceWebArgumentResolver

* CookieSitePreferenceRepository

CHARI®T
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MVC Pref Config

* Enable SitePreference support

<mvc:annotation-driven>
<mvc:argument-resolvers>
<bean class="o.sf.mobile.device.DeviceWebArgumentResolver" />
<bean class="o.sf.mobile.device.site.SitePreferenceWebArgumentResolver" />
</mvc:argument-resolvers>

</mvc:annotation-driven>

* Inject into Controller Methods

@Controller
public class MyController ({
@RequestMapping ("/”)
public String home (SitePreference sitePreference, Model model) {
if (sitePreference == SitePreference.MOBILE) {

‘\
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Site Switching

* Hosting mobile site different location

* SiteSwitcherHandlerInterceptor

* mDot

m.S${serverName}

* dotMobi

S{serverName} .mobi

)
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Spring Android

* Client tools

° Http Components
* RestTemplate

* Object to JSON Marshaling
* Object to XML Marshaling
e RSSand Atom Support

* (Greenhouse app in Android market

— https: / /market.android.com/ details?id:com.springsource.greenhouse

CHARI&T o



Spring iPhone

* Greenhouse for iPhone client

* Download & Install the iOS SDK

* Project source code from the git

— git clone git: // git.springsource.org/ greenhouse/ iphone. git
* Open the Greenhouse.xcodeproj in Xcode
* Expects Greenhouse web app running locally

* Greenhouse App in iTunes
— http: / /itunes.apple.com/us/app/greenhouse/id395 862873mt=8§

‘\
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Spring Social Showcase

* Social MVC Application
* CPR configuration
* Authentication

° Interceptors

Y

rraiit




Summary

Spring Social
* App collaboration with SM Sites
* Security through OAuth

° Spring REST
. Significant for Social & Mobile
* RestTemplate Rules!

Spring Mobile
— MVC Support for Mobile Devices
* Spring Android

* Spring Greenhouse

— Social and Mobile Demo

— Client Tools * Spring Social Showcase
— based on RestTemplate — Social Demo
HARI&
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* (Questions?

* Follow Up
— Learn REST! (InfoQ)

— Spring Social

— Spring Mobile

— Spring Android

— Spring Social Showcase (git)

— Spring Greenhouse

* Contact me
— http://technophile.gordondickens.com (blog)

— http://chariotsolutions.com/education (Spring & REST courses)

— gdickens@chariotsolutions.com

— twitter.com/gdickens (tech tweets)

‘\
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